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As we enter another holiday season,
let’s reflect on our online and social
media activities. May they be full of
kindness, honesty and
civility toward all.

Happy Holidays and a
Good Digital Citizenship
New Year to All!
from the GST BOCES
Digital Citizenship Team
A SIMPLE SECURITY

BEST PRACTICE
If you see this symbol or the words "Ad Choices", it
If you need to walk away from your computer for a
short while, it is a best practice to lock your screen so
that no one can access your programs without your
knowledge.

indicates that the adver:sing is "Interest-based

On Windows: (3 options)
1. Hit the Windows key and the L key on your
keyboard.
2. Press Ctrl-Alt-Delete. On the menu that pops up,
click Lock.
3. Click the Start button in the bottom-left corner.
Click your user icon and then select Lock.

site selec:vely displays ads based on your browsing history

On Macintosh: (2 options)
1. Click on the apple in the top left corner. Choose
Lock Screen.
2. Use the keyboard shortcut command + control + Q.

Sign Up to receive this newsletter
in your email inbox
Scan this QR code with your phone, or go
to http://go.gstboces.org/dcnews-signup in
your browser.

adver:sing", also known as "online behavioral
adver:sing", or "behavioral targe:ng". This means that the
to display ads that you are most likely to iden:fy with and
respond to the ad's speciﬁc content.
The AdChoices icon is shown automa:cally by
companies as part of the self-regulatory program, and is
meant to indicate to consumers when interest-based
adver:sing data is being collected or used. By clicking on
the icon, a consumer can learn more about the ad or a
website's collec:on prac:ces, and be provided with the
ability to opt-out of such targe:ng.
AdChoices on Wikipedia’s - h#p://go.gstric.org/204-ads1
Learn about AdChoices - h#p://go.gstric.org/204-ads2
Send comments, suggestions, and questions to dc@gstboces.org
Visit http://dc.gstboces.org
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DIGITAL LAW and STUDENT DATA PRIVACY
The informa:on in this sec:on is excerpted from The Educator’s Guide to Student Data Privacy, created by
ConnectSafely.org and The Future of Privacy Forum

LAWS THAT PARENTS & EDUCATORS SHOULD KNOW
Acronym or
Abbreviation

Full Title

What it says …

FERPA

Family Educational Rights and
Privacy Act

This federal law that guarantees that parents have access to their
child’s education record and restricts who can access and use
student information.

COPPA

The Children’s Online Privacy
Protection Act

This law controls what information is collected from young children by
companies operating websites, games, and mobile applications
directed toward children under 13.

CIPA

The Children's Internet
Protection Act

This law requires that K–12 schools and libraries in the United States
use Internet filters and implement other measures to protect children
from harmful online content as a condition for federal funding.

NYS 2-d

New York State Education Law This law states that a student's personally identifiable information
2-d
cannot be sold or released for any commercial purposes, and that
parents have the right to inspect and review the complete contents of
their child's education record. Other restrictions exist on the transfer
and storage of student data.

Some Frequently Asked QuesGons about Student Data?
1. Why should classroom teachers care about student data privacy?
There are legal and ethical restric/ons that impact districts, schools, and teachers.
2. What cons:tutes student data?
Informa/on that is /ed to individual students is referred to as personally iden/ﬁable informa/on, or PII, and is
subject to addi/onal restric/ons in laws and regula/ons.
3. Does my district have a list of approved online soQware programs that can be used in my class?
Check with your district’s technology department to see if they have a list of “safe” soDware. Many online
soDware sites require you to set up accounts for your students that may use personally iden/ﬁable informa/on.
It is important for these sites to be veGed ensuring that they meet the requirements of privacy laws.
4. What if I want to use an educa:on app or tool and I don’t know if my school/district has veTed it?
Be familiar with your school’s policy or process for selec/ng new educa/onal tools, if one exists.
The Educator’s Guide to Student Data Privacy has lots of other informa:on about the
legal implica:ons of student data privacy and our networked environments, and also
about ques:ons to ask regarding the soQware programs that your district uses.
View the guide on ConnectSafely.org's web site h#p://go.gstric.org/204-guide or
Click to download a PDF of the guide - h#p://go.gstric.org/204-guidePDF

WHAT IS
YOUR
OPINION?

I want us to ask ourselves every day, “How are we using
technology to make a real difference in people’s lives?”
- Barack Obama
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On the Importance of Passwords

The image above is a wordle of the most popularly used
passwords. The larger the type, the more oQen it is used.
It is interes:ng that the word password and the number
sequence 123456 are the most used.
It is important to have a good, secure password because it
not only protects you and your informa:on but it protects
the system you are using as well.
Use this link to read an ar:cle with 3 simple sugges:ons to
help you create a unique and secure password.
h#p://go.gstric.org/204-password

Ask Before You App is a short video prepared
by CETPA (California Educational Technology
Professionals Association) and CommonSense
media that presents five tips that educators
should consider before using an app in class.
http://go.gstric.org/204-ask

The Top 10 Most-Clicked Email Subject Lines found in Phishing Attacks
1. Password Check Required Immediately 15%
2. Security Alert 12%
3. Change of Password Required Immediately 11%
4. A Delivery Attempt was made 10%
5. Urgent press release to all employees 10%
6. De-activation of [[email]] in Process 10%
7. Revised Vacation & Sick Time Policy 9%
8. UPS Label Delivery, 1ZBE312TNY00015011 9%

9. Staﬀ Review 2017 7%
10. Company Policies-Updates to our
Fraternization Policy 7%
All of these email subjects are fake. You can see that
many of them want you to respond quickly and
without thinking about it. Do the opposite. Be very
suspicious of them.
http://go.gstric.org/204-morephishing

The Alliance for
Excellence in
Education has
announced its
Digital Learning Day 2019
on February 28th.
Learn more about
@OfficialDLDay at
www.digitallearningday.org
Join thousands of students
and educators as they
celebrate #DLDAY
http://go.gstric.org/204-dlday
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DIGITAL CITIZENSHIP STUDENT PAGE

CARING FOR YOUR
ONE-to-ONE DEVICE

SELF-ASSESSMENT TIME

Are You
Digitally
Literate?

If you are lucky enough that your school
has a one-to-one program that provides a
device for your use, it is important to
understand that it is your responsibility to
care for the device to keep it in top form.
Your district may have specific policies that
defines how you can protect and care for your
device but here are some good general tips for
you.
1. Follow your school/district rules for using
your device.
2. Make sure to charge your device according
to the device’s instructions so that it is
ready when you need it.
3. Take special care of your device’s screen.
Screens are sensitive and may scratch or
crack if not cared for.
4. If your device has a lid or a cover make
sure to close it or cover it before moving it
to another location.
5. If your device is placed in a backpack,
make sure that there are no objects in the
backpack that may damage the device.
Also, don’t throw your backpack around
with the device in it.
6. Avoid placing heavy objects on the device,
and be careful not to sit or lean on it device
as pressure can bend and damage the
device.
7. Try to use your device on a clean, level area
like a table or desk so that it won’t bang
into things or fall, or be dropped.
8. Do not have food or drinks near your device
as liquids can cause problems with the
device.
9. Do not leave your device in a car, outside,
or in an unsupervised area. Extremes of
temperature or weather can effect your
device. Devices may be stolen if they are
left unattended.
As already mentioned, it is important to know
your school’s rules and policies. Some schools
require parents to pay for repairs that are not
considered normal wear and tear for a device.

What does it
mean to be
digitally literate?
What skills are
necessary?
What skills do you
have?
What skills do you
need to learn?
What is digital literacy?
http://go.gstric.org/204-literacy
Why is it important?
http://go.gstric.org/204-important

FOR SERIOUS GAMERS

BEWARE OF NINTENDO SWITCH
HACKING AND PIRACY!
Hackers have had success in gaining access to
parts of Nintendo’s infrastructure that is usually
closed-oﬀ from ordinary Switch users. This includes
servers used internally by Nintendo, such as one
which hosts diﬀerent versions of the Switch opera:ng
system.
Pirates deploy malware to steal each other’s ﬁles
so they can download more games themselves.
Groups deliberately plant code into others' Switches
so they are ‘bricked’ and no longer work properly.
For more info h#p://go.gstric.org/204-switchhack
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Have a Merry Holiday and a Happy New Year!
^cial
So
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A Middle School StuDent Should be able to Read this poster and 1. Verify someone’s
identity. IF you are talking to someone online, do they give you their real name? Do they
try to talk to you about personal, inappropriate or uncomfortable topics? CAN YOU
GOOGle the person? Can you reverse image search their profile picture? Don’t get
Catfished. 2. Verify a link is safe to click. HOVER over a link and read the url carefully.
Does it look legitimate? Does it match the domain of the person or company it claims to
represent? Can you look it up on google? If not, it is probably best to ignore it.
3. Identify an online scam. be wary of messages asking you to register or send money.
Don’t let them pressure you or rush you into making a decision. be suspicious if they ask
for too much information. 4. Protect private information. Use privacy settings in apps
and social media. turn off location settings and deny requests to use your location. Be
careful when you are asked to enter your username and password. Is the site secure?
5. Create and use passwords. Learn to make a password that you can remember but that
others can’t guess and use different passwords for each site. don’t talk about your
password with anyone. 6. Identify and stop cyberbullying. Don’t participate in bullying
behavior and have the strength and courage to stand up to those who Do. And Finally
7. Become a good digital citizen by being digitally literate and able to communicate
online with respect and empathy for others.

