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Send comments, suggestions, and  
questions to dc@gstboces.org

What’s New - December 2021

WE	HAVE	A	CHALLENGE	FOR	YOU	ON	PG.	3

TAKE	SOME	TIME	OFF!	BUT	STILL	BE	
AWARE	OF	THE	SCAMMERS!

5.4
OUR	

HOLIDAY	ISSUE

This Holiday Season give yourself a 
Gift by Unplugging from Technology.

We recommend using a large zip-lock bag 
to hold phones or other distracting 
devices during meals or get-togethers to 
truly be present with your guests.

See this month’s poster for more suggestions 
of things that you can do to unplug.

Avoid the Grinches of 
Online Shopping

Online shopping, especially when coupled with curbside pick-up 
and free shipping, is pretty great! We can get what we want, 
wherever and whenever we want it! With all of this variety and 
convenience, we want you to keep the possible risks in mind.

Thousands of innocent shoppers are taken advantage

of by online thieves and fraudulent web sites - some

shoppers have even had their identities stolen.

THIS	MONTH	WE	CONTINUE	
OUR	LOOK	AT	THE	FIVE	ISTE	
COMPETENCIES	FOR	DIG	CITS.

BEING		
ENGAGED

IS	THE	TOPIC.	
CHECK	IT	OUT	ON	PAGE	2

On this page we encourage you to 
unplug for the holidays. Since many 
of us weren’t able to get together 
with our families last year, spend a 
little extra time and care with your 
family this year.

Rest.    Relax.    Enjoy. 
Make all of your  

Holiday Time = Quality Time.

Elsewhere in this issue we 
provide you with our take on 
online shopping, an Hour of 
Code, meaningful research, 
understanding algorithms, and 
exploring some apps that you 
might not be familiar with.

For this month’s poster we 
return to the idea of 
unplugging and suggest some 
activities that you can do 
alone or with your favorite 
people.

We hope you enjoy this issue 
and look forward to more in 
the new year.

Here are a few of our best tips to keep in mind:  
1. Make sure you are using the intended website. There are

lots of very convincing fake web sites out there. Don't Get 
Fooled! 

2. When submitting electronic payments, always use secure
sites and pages. The URL (address) for the page used to process 
your payment should begin with HTTPS, not just HTTP. That 
extra S makes sure that your information is encrypted so that it 
can't be read by human beings. 

3. It is a good idea to use a credit card instead of a debit card
when shopping online because most of the credit cards offer 
fraud protection and forgiveness for any fraudulent charges. 

4. Keep an eye on your credit report. Many credit bureaus will
let you set alerts if someone tries to apply for credit in your 
name. Have a safe, secure, and happy holiday!

mailto:dc@gstboces.org
http://www.gstric.org/digital-citizenship


December 6-12 is Computer Science Week!  
Join the HOUR OF CODE 

Coding and basic Computer Science skills are quickly becoming requirements for any 21st 
century career path.  The Hour of Code is a one-hour introduction to computer science for all 
age levels.  Anybody can learn the basics!  Over 100 million learners have taken part in the 
Hour of Code since it began!  There are hundreds of different activities to choose from and are 
all free to try.   

Come join the fun! http://go.gstric.org/504-hourofcode to learn more!

Go	to	the	Hour	of	Code	link	above	and	then	follow	the	links	to	these	acNviNes.		GET	STARTED	CODING	TODAY!
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http://go.gstric.org/504-hour1 http://go.gstric.org/504-hour2 http://go.gstric.org/504-hour3 

                          “I use technology and digital channels  
for civic engagement, to solve problems and be a force  
for good in both physical and virtual communities.”

#3	Being	Engaged:
The Five Competencies of Digital Citizenship

What does it mean to be an engaged digital citizen? An engaged digital citizen uses digital platforms to promote positive 
discussion on a multitude of topics. From those conversations, an engaged citizen draws conclusions and works to 
positively solve problems in both the virtual and physical world. So how does one become an engaged digital citizen?

Being engaged means sharing your ideas, but also being willing to listen to others who have their own points of views.


For more tips on Engagement, see 6 Tips and 1 Activity to Help Digital Citizens Engage with Empathy at http://go.gstric.org/504-engage  
and more activities in the Common Sense Digital Citizenship Curriculum at http://go.gstric.org/504-cs-activities.

1. Read for understanding: Make sure
you are understanding the message of
the social media post or shared article
before making a decision.

2. Reflect: What are your ideas and
opinions on the topic at hand? How does
the content in the article make you feel?

3. Discuss: Get multiple points of view
and share your ideas. Try to avoid only
conversing with people who agree with
you.

4. Be Clear: Make sure you understand
how you want to share your ideas, and
be clear and concise in how you present
your ideas

5. Provide evidence: Back up your
ideas with verifiable facts that support
your point of view.

6. Be respectful: Ensure you are sharing
your ideas in a way that emphasizes your
point of view but does not disrespect
others for their beliefs.

Later	in	the	issue,	we	look	at	some	interesNng	apps.	Can	you	imagine	how	cool	it	
would	be	to	create	your	own	app?

http://go.gstric.org/504-engage
http://go.gstric.org/504-cs-activities
http://go.gstric.org/504-hour1
http://go.gstric.org/504-hour2
http://go.gstric.org/504-hour3
http://go.gstric.org/504-hourofcode
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FIND	OUT	MORE	ABOUT	ALGORITHMS	IN	SOCIAL	MEDIA	IN	THE	NEXT	ISSUE

MAKE	RESEARCH	COOLER!

Why is doing research so 
hard? This assignment 
seems impossible!

      I like to think of research as a way to find out 
things no one else knows. It is a little 

bit like being a plain clothes 
detective. As a librarian, I also 
really like to think for myself and 

research is a great way to explore 
things from many different angles 
and perspectives and not just take 

someone else’s word for something. 

A	STUDENT	
QUESTION

A	Fun	Thing	to	Try	in	the	Library	-	If	your	
library	has	two	computers	that	are	near	each	
other,	you	and	a	friend	should	both	Google	
the	same	subject	and	then	compare	your	
screens	to	see	if	you	get	different	results.		

Why	might	your	results	be	different?	Because	
Google	remembers	the	history	of	what	has	
been	searched	on	the	computer	before	and	
uses	an	algorithm	to	determine	which	results	
might	be	most	meaningful	to	you.	

Try	it	and	then	discuss	the	results	with	your	
friend.	Have	fun!

SCHOOL	LIBRARIAN
ASK	A

WITH	MARY	ANN	THE	LIBRARIAN

    Your school librarian will have some great 
information about how to make research cool 
and let you be the detective. 

    Finding that one awesome article about a topic 
is an amazing feeling and really helps you connect 
your interests to your learning. 
    Remember - research is not about knowing the 
answer, it is about finding the ideas and 
information that help you to understand the world 
around you, and maybe even helps you change 
the world for the better!

A	NEW	WORD	
FOR	DECEMBER a l go r i t hm
What is an algorithm? How computers know what to 
do with data - http://go.gstric.org/504-algorithm

“An algorithm is a series of instructions telling 
a computer how to transform a set of facts 
about the world into useful information and 
present it to the user.”

Bill: Hey Dad! My Digital
Citizenship teacher says
I need to BE ENGAGED.

Dad: But you’re not old
enough to get married!

Bill: FUNNY DAD. REAL FUNNY.

an ISTE DigCit DAD JOKE
we would like to see. .

This face gets a  
big black eye!

A facebook whistle-blower testifies before a Senate 
Committee that Facebook values its profits more than 
its user’s mental health.

Frances Haugen, a former data  
scientist at Facebook, testified on  
Capitol hill about her time working at  
the Social Media giant. As part of her  
work she studied how social media  
algorithms amplified the spread of  
misinformation and were able to be  
exploited by foreign cyber terrorists.  

       She also detailed how Facebook hid their internal 
research from the public and govenmental officials that 
showed the harms that the platform was doing. Haugen 
presented the committee with thousands of pages of internal 
Facebook documents to support her claims, including one 
study that showed that teen girls said that their suicidal 
thoughts became more frequent after using Instagram  
(Instagram is also owned by Facebook).  
       According to Haugen, "It is clear that Facebook prioritizes 
profit over the well-being of children and all of its users."

More on this story:

        4 key points from the Facebook whistleblower's testimony on  
        Capitol Hill (NPR Article) - http://go.gstric.org/504-haugen 

http://go.gstric.org/504-algorithm
http://go.gstric.org/504-haugen


Article for Parents - “Unfortunately, There is an app for That” - Maintaining Parental Control or Losing 
Ground Against a Tide of New Apps

The 21 apps listed here are ones that parents should be aware of, and in some cases, may want to consider restricting usage 
for minor children.

1. PLENTY OF FISH is a popular free dating app and website that encourages chatting with strangers. It allows users to browse
profiles based on location.

2. MOCOSPACE is a free social networking and dating app feared towards African American and Latino communities. Users can
connect with strangers worldwide via text messages or voice calls.

3. MEETME is a dating social media app that allows users to connect with people based on geographic proximity. As the app’s name
suggests, users are encouraged to meet each other in person.

4. WHATSAPP is a popular messaging app that allows users to send texts, photos, voicemails, make calls and video chats
worldwide. WHATSAPP uses an Internet connection on smart phones and computers.

5. BUMBLE is like the popular app “Tinder”. However, it requires women to make the first contact. Kids have been known to use
BUMBLE to create fake accounts and falsify their age.

6. LIVE.ME is a live-streaming video app that uses geolocation to share videos so users can find out a broadcaster’s exact location.
Users can earn “coins” as a way to “pay” minors for photos.

7. ASK.FM is known for cyber bullying. The app encourages users to allow anonymous people to ask them questions.

8. HILY is a dating app where users can browse photos, engage in chats, send private videos and more. Based on the GPS location
of a mobile device, strangers can arrange to meet up locally.

9. BEST SECRET FOLDER is specifically meant to “hide photos and videos,” according to app store descriptions. It features
password protection, decoy videos and alarm settings.

10. GRINDR is a dating app geared towards gay, bi, and transgender people. The app gives users options to chat, share photos,
and meet up based on a smart phone’s GPS location.

11. TIKTOK is a new mobile device app popular with kids used for creating and sharing short videos. With very limited privacy
controls, users are vulnerable to cyber bullying and explicit content.

12. SNAPCHAT is one of the most popular apps in recent years. While the app promises users can take a photo/video and it will
disappear, new features including “stories” allows users to view content for up to 24 hours. Snapchat also allows users to see your
location.

13. HOLLA is a self-proclaimed “addicting” video chat app that allows users to meet people all over the world in just seconds.
Reviewers say they have been confronted with racial slurs, explicit content, and more.

14. CALCULATOR% is only one of SEVERAL secret apps used to hide photos, videos, files, and browser history.

15. ZOOSK is a location-based dating app and website similar to many others. The app is available in 80 countries and utilizes a
“carousel” feature which matches users with random strangers.

16. MONKEY is a live video chat app that connects users to random strangers worldwide, offering group chat and private message
options. It claims to be rated for ages 12 and up but has “mild sexual content and nudity.”

17. SKOUT is a location-based dating app and website. While users under 17 years old are unable to share private photos, kids can
easily create an account using a different age.

18. BADOO is a dating and social networking app where users can chat, share photos and videos, and connect based on location.
While the app is intended for adults only, teens are known to create profiles.

19. KIK allows anyone to contact and direct message your child. Kids can bypass traditional text messaging features. KIK gives
users unlimited access to anyone, anywhere, anytime.

20. WHISPER is an anonymous social network that promotes sharing secrets with strangers. It also reveals a user’s location so
people can meet up.

21. HOT OR NOT encourages users to rate your profile, check out people in their area, and chat with strangers. The goal of this
app is to hook up.

Source: 21 Apps Parents Should Know About - http://go.gstric.org/504-apps 
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Secret Info for Parents: Even though your child/teenager may disagree with you,  
it is your right to monitor which apps they use on their phones or tablets.

http://go.gstric.org/504-apps
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